JT Next-Generati
Managed Firewa

Product Description

At JT, we understand the need for Channel Islands businesses to have a
reliable and secure internet connection. As more and more cybersecurity n
issues threaten our shores, we are never safe from the world of cybercrime.

Business-Critical Security

Hackers have discovered ways to bypass traditional firewalls, and in
response we are pleased to now be able to offer a professional
quality, Next-Generation Managed Firewall and Intrusion Protection

53%
service to provide substantial protection from future threats entering o
your network. of midmarket companies

have experienced a breach.

Working with industry leader Cisco Meraki, our Next-Generation
Managed Firewall is designed to inspect the traffic passing through Cisco Gybersecurity Report (2018)
the network at any given time, using analytics and threat intelligence SmalleMediBit il S
to spot and block attacks before they impact your business. We offer
the latest security features to protect the integrity and confidentiality
of your sensitive data from the latest advanced threats including:

« Deep packet inspection to look inside the data for malicious code ol I ol I I

« Cyber Threat Intelligence feeds to block ‘bad actors’ and protect C | S C 0
you from new and emerging threats

+ Single point of contact for your service management, ensuring fast
troubleshooting and issue resolution

+ ‘Snort’ Intrusion protection and Cisco Cyber Threat Intelligence to
understand how applications are used and how they will be
compromised

JT
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JT Next-Generation Managed Firewall — Product Description

24x7 Cyber-Protection

Ensuring your services remain online and available to your end customers, and
preventing confidential customer information reaching the wrong people is essential.

The JT Managed Services Team (MST) will actively monitor your network security and in
the event of a cyber threat being discovered, we will alert you and work with you to
resolve the issue.

+ JT can manage the complete Quality of Service of your internet connection

+ Inthe event your broadband connection fails, your service will automatically failover
(switchover) to our super-fast 4G mobile network, giving you peace
of mind at all times

« Our MST will repair the connection without interrupting your business

«  Our MST is available 24x7, proactively mitigating and protecting against cyber attacks

Product Features

Enjoy a flexible solution, tailored to your business needs with
a range of features and benefits:

+ Active monitoring of internet +  Software upgrades and
performance patching

+ Device availability monitoring + Fixed monthly cost £.I 6,1 Oo

- Efficiently manage moves, + Local certified support is the average cost of
additions, and changes to your 2T ¢ breaches for Medium sized
service X/ suppor businesses.

+ Blocking of infected and * On-island spare hardware o DePartmer/’\irgodriaD fist,i’i;ﬁ“('ztg{gj
non-business appropriate + SD-WAN support
websites

+ Customisable web filtering

- Practical advice on protection . Network Address Translation

« Cyber Threat Intelligence configuration 6 5 ooo
« Application-aware + Port address translation )

. . configuration cyber attacks per day target
Intrusion Protection software . ' ‘ small businessesinl eIl
regularly updated + Routing configuration

« Anti-malware protection - Traffic shaping and
prioritisation Hiscox Group (2018)

« Quarterly service delivery
reports

Terms and conditions apply.

To find out more contact us at:

T Jersey: +44 (0) 1534 882 345
Guernsey: +44 (0) 1481 882 345
E business.solutions@jtglobal.com

W www.jtglobal.com/managed-firewall JT/
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